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DETAILED ACTION 

CLAIMS PRESENTED 

Claims 1-34 are presented. 

CLAIM REJ3CTIONS 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-34 are rejected under 35 U.S.C. 103(a) as being unpatentable over Chang 

et al., US Patent No. 6,963,972, and further in view of Recommendation of Block 

Cipher Modes of Operation - Methods and Techniques, hereinafter NIST. 

As per claim 1, 12, 24: 

Chang teaches: 

A method for generating transcodable encrypted content that comprises independently processable 
components, said method comprising: 

accessing transcodable content that comprises independently processable components to be encrypted; 
and 

[see col. 3, lines 51-62] 

encrypting at least one of said independently processable components to provide independently 
processable components which are independently decryptable, 
[see col. 3, lines 51-62 and col. 4, lines 19-29] 
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said encrypting performed using an encryption scheme [that utilizes non-repeating identifiers] that 
uniquely correspond to said independently processable components, wherein said transcodable 
encrypted content is transcodable without requiring knowledge of said encryption scheme. 

[see col. 10, lines 24-41] 
Chang is not explicit in teaching that the encryption scheme utilizes non-repeating identifiers. 

NIST teaches the Counter block cipher mode of operation (see page 15, section 6.5). The counter mode 
is an encryption/decryption scheme that utilizes non-repeating identifiers/counters. It would have been 
obvious to one of ordinary skill in the art to utilize a counter mode as the encryption algorithm used in the 
Chang reference. One would have been motivated to do so in order to optimize operations on a multi- 
processor machine where blocks can be encrypted in parallel. 

As per claim 2, 13, 25, Chang teaches: 

The method as recited in claim 1 wherein said independently processable components comprise 
components that are independently decodable and independently authenticatable! 
[see col. 3, lines 51-62 and col. 4, lines 19-29] 

As per claim 3, 14, 26, NIST teaches: 

The method as recited in claim 1 wherein said encryption scheme comprises applying block ciphers in 
stream cipher mode. 

[see page 15, section 6.5] 

As per claim 4, 15, 27, NIST teaches: 

The method as recited in claim 1 wherein said encryption scheme comprises counter (CTR) mode stream 
cipher encryption. 

[see page 15, section 6.5] 
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As per claim 5, 16, 28, NIST teaches: 

The method as recited in claim 1 wherein said encryption scheme comprises encrypting a counter to 
generate a keystream which is logically combined with plaintext to generate ciphertext. 
[see page 15, section 6.5] 

As per claim 6, 17, 29, NIST teaches: 

The method as recited in claim 1 wherein said encryption scheme utilizes non-repeating identifiers which 
are non-repeating counter values. 
[see page 15, section 6.5] 

As per claim 7, 18, 30, NIST teaches: 

The method as recited in claim 1 wherein said encryption scheme comprises performing several 
encryptions in parallel. 

[see page 15, section 6.5] 

As per claim 8, 19, 31, Chang teaches: 

The method as recited in claim 1 wherein differentiating metadata that corresponds to said independently 
processable components is used as an input to said encryption. 
[see col. 9, lines 24-45] 

As per claim 9, 21, 32, Chang teaches: 

The method as recited in claim 1 wherein said transcodable encrypted content has information associated 
with it to direct transcoding. 

[see col. 10, lines 42-65] 
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As per claim 10, 22, 33, Chang teaches: 

The method as recited in claim 1 said transcodable encrypted content comprises respective components 
that have respective encryption keys, wherein said respective encryption keys are related to a root 
encryption key. 

[see col. 10, lines 24-41] 

As per claim 11, 23, 34, NIST teaches: 

The method as recited in claim 1 wherein said encryption scheme is selected from the group consisting of 
a block cipher used in output feedback (OFB) mode, RC4, SEAL, and WAKE. 
[see page 13, section 6.4] 

As per claim 20, Chang teaches: 

The method as recited in claim 12 wherein said transcoding produces transcodable encrypted content 
that is smaller in size than the transcodable encrypted content that is accessed. 
[see col. 9, lines 1-23] 

CONCLUSION 

The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 

v 

POINTS OF CONTACT 

Any response to this Office Action should be faxed to (571) 273-8300 or mailed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Hand-delivered responses should be brought to 

Customer Service Window 
Randolph Building 
401 Dulaney Street 
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*. Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to Daniel L. Hoang whose telephone number is 571-270-1019. The examiner can normally 

be reached on Monday - Thursday, 8:00 a.m. - 5:00 p.m., EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

Nasser Moazzami can be reached on 571-272-4195. The fax phone number for the organization where 

this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be 
obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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